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Abstract: Conditional Value at Risk (CVaR) is widely used to account for the preferences of a risk-
averse agent in the extreme loss scenarios. To study the effectiveness of randomization in interdiction
games with an interdictor that is both risk and ambiguity averse, we introduce a distributionally
robust network interdiction game where the interdictor randomizes over the feasible interdiction plans
in order to minimize the worst-case CVaR of the flow with respect to both the unknown distribution
of the capacity of the arcs and his mixed strategy over interdicted arcs. The flow player, on the
contrary, maximizes the total flow in the network. By using the budgeted uncertainty set, we control
the degree of conservatism in the model and reformulate the interdictor’s non-linear problem as a
bi-convex optimization problem. For solving this problem to any given optimality level, we devise a
spatial branch and bound algorithm that uses the McCormick inequalities and reduced reformulation
linearization technique (RRLT') to obtain convex relaxation of the problem. We also develop a column
generation algorithm to identify the optimal support of the convex relaxation which is then used in
the coordinate descent algorithm to determine the upper bounds. The efficiency and convergence of
the spatial branch and bound algorithm is established in the numerical experiments. Further, our
numerical experiments show that randomized strategies can have significantly better in-sample and
out-of-sample performance than optimal deterministic ones.

Keywords: Conditional Value at Risk, distributionally robust optimization, interdiction game, column
generation
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1 Introduction

Game-theoretic models are increasingly being used to determine the best practice in security policy,
e.g., ARMOR program in Los Angeles International Airport, see Pita et al. (2008), Pita et al. (2009),
Kar et al. (2017). Yet, in many real-world applications, the parameters of an agent’s decision model,
e.g., the capacity of the arcs in a network interdiction game, can be undetermined. It was shown in
Ben-Tal and Nemirovski (2000) that perturbations in the parameters of a linear programming problem
can render the solution to become infeasible or significantly suboptimal. A popular technique to tackle
this issue is Stochastic Programming (SP) which assumes that the distribution of the parameters is
known. However, in many instances, the distribution of the random parameters is not exactly known.
This can lead to post-decision disappointment referred to as the optimizer’s curse (see Smith and
Winkler (2006)). Alternatively, classical robust optimization models do not use any distributional
information on the random parameters. However, imposing that only the worst-case outcome is to be
taken into account can often lead to over-conservative solutions.

Distributionally Robust Optimization (DRO) acts as a compromise between SP and RO by re-
quiring the probability distribution to lie in a distributional ambiguity set and seeking a solution that
performs best according to the worst-case distribution. Hence, when the ambiguous distribution set
is properly tuned, it can prevent both the post-decision disappointment of SP models and the over-
conservatism of RO models. Furthermore, the set can be calibrated in ways that will provide statistical
guarantees on the out-of-sample performance of the DRO solution. Recently, it was shown in Delage
et al. (2019) that it can be beneficial to employ randomization in non-convex DRO problems. For an
ambiguity-averse risk-neutral decision maker, i.e. one that minimizes worst-case expected value, De-
lage and Saif (2018) proposed an algorithm to identify such strategies in mixed-integer two-stage DRO
problems. Bertsimas et al. (2016) also studied the value of randomization specifically in the context
of a network interdiction game with known parameters and risk-neutral agents. Nevertheless, none of
these works provide either theoretical or computational means of identifying optimal randomized solu-
tions for agents that employ more general risk measures than expected value, such as the Conditional
Value at Risk (CVaR) measure introduced in Rockafellar and Uryasev (2000). Such risk measures are
especially relevant in security policy model’s such as network interdiction problems where a decision
maker, e.g., a law-enforcement agency, might be concerned by the possibility of incurring huge losses
under certain scenarios, e.g. caused by a large flow of illegal drugs, weapons or money.

In this paper, we study a distributionally robust network interdiction game where the interdictor
employs a CVaR risk measure to model his risk aversion. Our contributions can be summarized as
follows:

e On the methodological side, we introduce for the first time ambiguity and risk aversion in network
interdiction games where the interdictor minimizes the worst-case CVaR over both the unknown
distribution of the capacities of the arcs and the distribution of interdicted arcs. This is in sharp
contrast with the work of Loizou (2015) who considers an interdictor that employs CVaR to
handle parameter uncertainty but an expected value to handle the uncertainty caused by his
own randomized strategy. We show that the approach in Loizou (2015) can in fact produce a
solution that is stochastically strictly dominated by the solution of our proposed model.

e On the algorithm side, we complement the work of Delage and Saif (2018) by designing the first
algorithm that can identify optimal randomized strategies for an ambiguity averse risk averse
agent, i.e. an agent that minimizes a worst-case convex risk measure other than the expected
value. Our algorithm is based on a spatial branch and bound scheme (see Al-Khayyal and Falk
(1983)) embedded with the column generation (CG) method. It will successfully identify high
quality randomized solution for networks containing hundreds of nodes in a few minutes. We
expect that these results should pave the way to developing algorithms for solving non-zero sum
Stackelberg games where players use a CVaR risk measure, and are ambiguity-averse.

e On the empirical side, we provide evidence which indicates that a network interdictor can sig-
nificantly benefit from randomization. We find that, while it is true that deterministic plans are
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often worst-case CVaR optimal, in instances where randomization strictly improves this objec-
tive, the improvement is significant, i.e. a 4% improvement on average. Furthermore, for those
case, the out-of-sample performance of the randomized strategy also always strictly improves the
out-of-sample performance and by as much as 19% on average.

The rest of the paper is organized as follows. Section 2 gives an overview of the literature covering
network interdiction games and DRO problems which are closely related to this work. We also briefly
discuss the algorithms which have been proposed previously to solve non-convex optimization problems
with bilinear constraints. Section 3 defines our distributionally robust network interdiction game. The
robust counterpart of the DRO model is given in Section 4 where we also describe the spatial branch
and bound algorithm embedded with the CG algorithm that is used to solve the interdictor’s problem
to global optimality. Numerical experiments are provided in Section 5 to demonstrate the convergence
and efficiency of our algorithm and illustrate that randomization can significantly improve both in-
sample and out-of-sample performance. Concluding remarks are given in Section 6.

Notations

Vectors are expressed in bold and matrices are represented by capital letters. 1 and 0 denote column
vectors of 1’s and 0’s respectively. The identity matrix is denoted by I, and e; captures its i-th
column. The set of all probability measures on a finite discrete measurable space (X, Fly) is denoted

by AX C R‘f‘7 where Fy denotes all subsets of X.

2 Related literature

It is well-known that the illegal flow of drugs, weapons or other hazardous substances poses a threat
to the security of a nation, see Magliocca et al. (2019) and the references in it. The law-enforcement
agencies aim to reduce their flow while the adversaries, which may be smugglers or terrorist organi-
zations, try to increase it. Network flow problems arise in diverse areas like transportation (Israeli
and Wood (2002)), military manpower planning (Gass (1991)), medicine (Assimakopoulos (1987)).
For an elaborate description of theory, algorithms and applications of network flow problems, refer to
Ahuja et al. (1993). One of their useful applications is in determining the optimal interdiction policies
for a network operator. Numerous network flow models have been developed to study the network
interdiction game where the defender interdicts a set of arcs on the network to minimize the flow while
the adversary maximizes it, see Wood (1993), Cormican et al. (1998), Smith et al. (2013), Smith and
Song (2020)).

In Jain et al. (2010), it is shown that randomization can be useful in security applications like
patrolling of airports. Recently, Bertsimas et al. (2016) introduced a randomized network interdiction
game where only the interdictor can randomize. The authors assumed interdictor as well as the flow
player to be risk-neutral, and the model parameters are known with certainty. In contrast to their
model, Lei et al. (2018) assumed deterministic strategies for the players, and the effect of interdiction
on the capacity of each arc is random. Also, the players use CVaR risk measure. In Atamturk et al.
(2017), the capacities are assumed to be stochastic, and the interdictor minimizes the maximum flow-
at-risk over a discrete set of actions.

Clearly, the literature on interdiction has been limited to SP models. Also, the benefit of using
randomized strategies for a risk-averse agent in DRO problems has not been explored. Aghassi and
Bertsimas (2006) have developed robust game theory models where players are expected utility maxi-
mizers, and have incomplete information on the true probability distribution of their payoffs. In order
to account for ambiguity aversion in non-cooperative games, Loizou (2015) has proposed a distribu-
tionally robust game theory model where players use worst-case expected CVaR measure to evaluate
the performance of their strategies. We show, using an example, that a single player counterpart of his
model results in an optimal policy that is strictly stochastically dominated by the strategy produced
by our model.
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Alternatively, we propose the distributionally robust network interdiction game where the interdic-
tor minimizes the worst-case CVaR of the flow with respect to both the unknown distribution of the
capacity of the arcs and his mixed strategy over the feasible interdiction plans. In our model, both
the interdictor and flow player can randomize over their respective action sets. Similar to Janjarassuk
and Linderoth (2008), we assume that the flow player can observe the capacity of each arc as well
as the interdicted arcs before selecting her optimal strategy. However, the success of interdiction is a
Bernoulli random variable in Janjarassuk and Linderoth (2008) while it is deterministic in our model.

Hajinezhad and Shi (2018) and Hajinezhad and Hong (2019)) made separability assumptions on the
objective functions to solve non-convex non-smooth optimization problems with bilinear constraints
for machine learning and signal processing applications. We do not make those assumptions on the
interdictor’s bi-convex optimization problem and we devise the spatial branch and bound algorithm
(see Al-Khayyal and Falk (1983)) that iteratively searches the feasible space of the problem to obtain
global optimal solutions within a given tolerance. The rate of convergence of the algorithm relies on
generating tighter lower and upper bounds. In the literature, McCormick inequalities (see McCormick
(1976)) are commonly used to obtain convex relaxations of the non-convex non-linear programming
problems with bilinear constraints. In order to obtain a tighter bound, Reformulation Linearization
Technique (RLT) was proposed in Sherali and Alameddine (1992) wherein valid inequalities obtained
by multiplying the pairs of feasible constraints are added to the relaxed problem. This increases the
size of LP relaxation. Liberti and Pantelides (2006) proposed the reduced RLT, which in contrast to
RLT, gives an exact reformulation of original non-convex problem with an additional number of linear
equality constraints. The authors also show that RRLT combined with McCormick inequalities can
result in tighter relaxations than applying McCormick directly to the bilinear terms.

3 Distributionally robust network interdiction game

Consider a directed graph G = (V, E), where V and E denote the nodes and arcs, respectively. Let
e = (i,7) represent an arc on G, 6 (i) = {(4,7)|7 € V} and 6% (i) = {(j,7)|j € V} denote, respectively,
the set of arcs leaving and entering node i € V. A flow in the graph G is denoted by a non-negative
vector x € RLE‘ so that for each e € E, we have x, < c., where the capacity of all arcs is denoted by

ceE lel. The conservation of flow at each node is ensured by

Z Te — Z T, =0 Vi & {s,t}, (1)

e€s— (4) e€d+(4)

where s and ¢t denote the source and sink node, respectively. The flow player aims at maximizing the
flow in the network. The interdictor, on the other hand, aims at minimizing the worst-case CVaR of the
flow with respect to both the unknown distribution of the capacity of the arcs and his mixed strategy
over the interdicted arcs. We assume that the interdictor has a budget to remove B arcs in the network.
Let £ denote the finite set of feasible plans for the interdictor where £ = {£ € {0, 1}/®| 3" ¢, < B}.
Here, ¢. = 1 if the interdictor removes arc e and £, = 0 if arc e is not interdicted. The distribution of
the capacities of all the arcs is only known to lie in set Q. We assume that the distribution is discrete
with a set of scenarios K supported on {c*}rex.

Similar to the model in Bertsimas et al. (2016), we assume that the randomized strategy of the
interdictor is a probability distribution w over the set £ where uw € AL. For any interdiction plan £
and scenario k, the flow player solves the following problem

fer == maximize d’x (2a)
subject to Nx =0 (2b)
0<z<CF1-20), (2¢)

where d'x = Dees+(t) Tes C* = diag(c*), and (2b) is a shorthand notation for constraint (1).
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The interdictor solves the following distributionally robust network interdiction (DRNI) problem:

(DRNI) mhneiglﬁize max CVaRy_,, k~qlfer]; (3)

where CVaR is defined over the joint distribution of capacities and interdicted arcs. Namely, with risk
aversion parameter o = [0, 1), CVaR is defined as

. 1
CVaRy y kgl fer] = 1r41f ¢+ 1-a ZZQkUl[fl,k — 7,
ek

where [fer, — (] := max(fer — ¢,0).

Remark 1 Since the set X := {x| Nz =0, 0 < x < C¥(1 — £)} of all possible s-t flows is convexz,
randomization is not beneficial for the flow player if he considers minimizing a convex risk measure of
d"x, such as, min,, cax CVaRS ., [—d x| (see Delage et al. (2019)).

T Uy

Under this setting, one can show that the interdictor’s DRNI problem can be cast as a bi-convex
DRO problem.

Proposition 1 When Q is a convezx set, the interdictor’s DRNI problem (3) is equivalent to the fol-
lowing bi-convex DRO problem

minimize ¢ (4a)

u,,At,m

. 1

subject to  ( + i—a ; ;qkAg’k <t Vq € Q (4b)
Ag}k > ulfg’k — e Vel kek (4C)
ne = ueC Vee L (4d)
App >0 Vee L, kek (4e)
u >0 (4f)
1Tu =1 (4g)
0<C<g, (4h)

where ¢ := maxyci fok-
Proof. See Appendix A.1. O

The above problem is non-convex due to the bilinear terms ug(. A second difficulty resides in having
to compute fp 1, for each scenario k € K and interdiction plan £ € £ in order to solve (4). This will be
addressed algorithmically in Section 4.

In the following example, we show that the distributionally robust model proposed in Loizou (2015)
identifies interdiction strategies which are strictly stochastically dominated by other feasible strategies.
This indicates that Loizou’s approach is not well motivated for this class of problems.

Example 1 Consider an agent trying to reduce the mazimum flow from point s to point t which are
located on two respective sides of a river. The agent has a budget to interdict two routes. There are
three routes available, e € {T'1, T2, B}, where routes T1 and T2 use two different tunnels to pass the
river, while route B uses a bridge to do so. In normal traffic conditions, the capacities are, T, T, and e,
with %T < €<, for routes T1, T2, and B respectively. Unfortunately, all three routes are susceptible
to congestion on the day of interest. In the case of T'1 and T2, it is known that the city is planning
to do some repairs, which would decrease the flow by §, using one repair team but no information is
available regarding which tunnel it will be; the identity of the selected tunnel is denoted by r € {1, 2}.
On the other hand, there is also a weather forecast that predicts 50% chance of snow fall which would
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create the same decrease in flow, 0, on the bridge used by route B. We let § satisfy 2(T —€) < d < e.
The flow player wants to mazimize the flow from point s to point t.

Let the set of feasible interdiction plans be defined as follows:
£ = {({T1, B}, {T2, B}, {T1,T2},{T1}, {T2}, {B}, {2}}.
The possible scenarios k = {1,2,3,4} for the capacity of the three routes T1, T2 and B are given by:

T—40 T T—90 T
=7 |, =|r-45|,=| 1 |, c=|r-6],

€—90 €—90 € €
with respective probabilities q1,qs, q3, qa, such that ¢1 + g2 = 0.5 and g3 + g4 = 0.5.

Here are the numerical details regarding f(£, k) which denotes the total flow when interdiction plan £
18 chosen, and scenario k is realized:

T if £={T1,B} and k € {1, 3},
T—90 if £={T1,B} and k € {2,4},
T—90 if £={T2,B} and k € {1, 3},

T if £={T2,B} and k € {2,4},
) if € ={T1,T2} and k € {1,2},

€ if €= {T1,T2} and k € {3,4},

T4+e—9 if £={T1} and k € {1,4},
T+e—20 if£={T1} and k =2,

T+e if £={T1} and k = 3,
T4+e—20 if={T2} and k =1,
T+e—20 if £={T2} and k € {2,3},

T+e if £={T2} and k = 4,

2r — 4§ if €={B} and k € {1,2,3,4},
2(r—0)+e¢ if€={g} and k € {1,2},
2r—d0+e if£={2} and k € {3,4}.

flek):

Consider two potential strategies:
u? =(0.5,0.5,0,0,0,0,0), u’P =(0,0,1,0,0,0,0),

where u” denotes the strategy to interdict routes (T'1, B) with 50% probability and routes (T2, B) with
50% probability; uw P denotes the strategy to interdict routes (T'1,T2) with probability 1.

Our robust risk-averse approach g5P (u) := supgeg CVaRg .y, pqlf (€. k)], with o > 50% leads to
the following evaluation:

SD(uSD) — ¢

Pty =1 V.. g
Since € < T, we get that w3P, interdicting both routes T1 and T2, is optimal.

Alternatively, the approach in Loizou (2015) can be summarized as minimizing g*(u) =
supgeo CVaRy  [Eeulf (€, k)] and leads to the following evaluation

gF(ut)y =7-6/2 v.S. g (uP) =

Since § > 2(T —¢€), the optimal decision in this case is to implement u”, i.e. interdicting {T1, B} with
50% probability and {T2, B} with 50% probability, is optimal. Yet, it is clear from a purely statistical
point of view that wSP strictly stochastically dominates u” for all ¢ € Q. Specifically, we have that

Vit € R, [P’eNukaNq(f(E, k) > t) = 0~5]]-th + 0~5]]-t§7-—6
> 0.514<c +0.514<c—s5 = PgquD’qu(f(e, k’) > t) ,

where 1, denotes the indicator function of set x, and where inequality is strict when ¢ < t < 7 or
e—o0<t<T-—6.
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4 Solving the DRNI problem

In this section, we propose a numerical scheme for solving the DRNI problem. It is well-known that
the tractability of a robust optimization problem depends on the structure of the uncertainty set (see
Ben-Tal and Nemirovski (2008) and Ben-Tal et al. (2015)). In particular, for simplicity of exposition,
we will focus on the case where the distribution ambiguity set contains perturbed versions of a reference
distribution g € AK.

Assumption 1 Let Q be defined as follows:

IK|

Q:={qeRX 3z 2(), ¢> O,qu =1,q = q + diag(q)z},
k=1

where q € AK is a reference distribution, e.g., q = ‘%1, while g models the magnitude of potential
perturbations. Moreover, the set of perturbations Z refers to the following “budgeted uncertainty set”:

K|
ZM) ={zeRM|-1<2<1,) || <T},
k=1

where I' denotes the mazimum number of terms of q that can be perturbed.

The budgeted uncertainty set introduced in Bertsimas and Sim (2004) provides the flexibility to
study the trade-off between robustness and performance. In Bertsimas and Sim (2003) and Atamtiirk
and Zhang (2007), a budgeted uncertainty set was used to study network flow problems with data
uncertainty. For a given budget, the maximum number of parameters which can deviate from their
nominal values is controlled with the budget I'. A valuable property of the budgeted uncertainty set
is that the robust counterpart of a linear constraint is representable in a linear program. This implies
that the non-linear bi-convex DRO problem (4) can be reformulated as a finite dimensional bi-convex
optimization problem.

Proposition 2 The robust counterpart of the interdictor’s DRNI problem presented in (4) is given by

minimize ¢ (5a)
u,t,w,w ,
7% 8,4,¢
subject to ( + Z Wy + Z wy, +T'x
k€K k' ek
1
1.1 ’ e — <
+ D Bt T > Nep — B <t Vk € K, (5b)
kek LeL
X 2 QkPr — wk Vk e K (5¢)
X = —QePr — wy Vk e K (5d)
w>0,w” >0,x>0 (5e)
(4c) — (4h).
Proof. See Appendix A.2. O

The procedure that we propose for solving problem (5) is motivated by the observation that ¢
and u are complicating variables. Indeed, when either ¢ or w is fixed, the problem reduces to a linear
program. Since ¢ is also constrained to lie in a bounded interval Z := [0, 6], a spatial branch and
bound scheme on ¢ seems appropriate (see Chandraker and Kriegman (2008)).
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Our implementation of the spatial branch and bound algorithm will rely on the existence of two
operators. Namely, after defining the problem that we are interested in solving as

9(Z) = min t
u, t,w,w
7% 8, A, ¢
subject to  (4c) — (4g), (bb) — (5e),
(e,

the algorithm will assume the existence of the following two bounding operators g, (Z) and gun(Z)
which satisfy: B
glb(I) < g(I) < gub(I)v VI C Iv

and such that for all sequence of intervals Z;,Z5,... converging to some (, the associated sequence
of bounds (gi,(Z;), gub(Z;)) converge to g(¢). Finally, the operator g.,(Z) will be such that one can
always efficiently produce a (' (Z) € Z such that g({{}}) = gun(Z).

With this in hand, we can describe the algorithm. First in words, the spatial branch and bound
algorithm starts at a root node capturing Z and branches on this node by subdividing it into a number
of sub-intervals, considered sub-nodes of the branch and bound tree. ! Nodes are progressively selected
and branched upon until either at node j, we have that gi,(Z;) is close enough to gun(Z;), or gin(Z;)
is larger than g({é*}) where ¢* is the best solution found so far. When no more nodes need to be
branched upon, the algorithm can terminate and conclude that {f *} is close enough to being globally
optimal. Based on (f * it is then possible to get a nearly optimal solution @* from problem (5) where ( is
fixed to ¢*. Finally, the exact worst-case CVaR of @* can be obtained by solving problem (5) where u
is fixed to @*. For clarity, Algorithm 1 presents the pseudocode for the procedure that was described.

Algorithm 1 Spatial branch and bound algorithm for solving problem (5)

1: procedure SPATIALBRANCH&BOUND(€,n)
2: UB* oo, N «+ {I}

3: while N # 0 do

4: Sort N according to gip,(+)

5: Take first Z out of A/

6: if gu,(Z) < UB* then

7 UB* + gu1,(T)

8: & e (D)

9: end if

10: Remove from N, all Z such that g, (Z) > UB*
11: if gub(I) > (1 —+ E)glb(I)) then

12: Divide Z into n sub-intervals {Z1,...,Z,}
13: N — NU{Ty,...,In}

14: end if

15: end while

16: Solve problem (5) with constraint ¢ = ¢* to get a*
17: Solve problem (5) with constraint u = @* to get t*
18: return o*, t*

19: end procedure

We are left with describing how the two operators can be efficiently implemented.

4.1 Using RRLT with C&CG for g,,(Z)

In this section, we describe an efficient procedure that can be used to establish a lower bound for the
optimal value of problem (5). This procedure will need to overcome the two underlying difficulties of
problem (5), namely that constraint (4d) is bilinear in w and {, and that the size of this problem is
exponential with respect to || due to the set £. To tackle the first obstacle, we will employ a popular
reduced reformulation linearization technique (see Liberti and Pantelides (2006)) that will relax the

Implementation details: for any interval Z := [(p, Cupl, We create sub-intervals [Cln, Cip + P(Cup — Cip)] and
[¢ib + P(Cub — Cib)s Cubls where p = 0.2 if (¢* — (1) < (Cup — ¢*); p = 0.8 otherwise
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problem to a linear program. The second obstacle will be dealt with by employing a column generation
scheme (Desrosiers and Liibbecke (2005)) that only considers a subset £ C £ and progressively adds
relevant support points to it until optimality conditions are satisfied.

Starting with the idea of relaxing the problem to a linear program, we follow similar steps as used
in Liberti and Pantelides (2006). Namely, we start by introducing a set of redundant constraints in
problem (5). This gives rise to the following equivalent optimization model

minimize t (6a)
u,t,w,w,

m,x: 8, A, ¢
subject to  (4c) — (4g), (5b) — (5e),

> me=¢ (6b)

ter

ne > weCip Vee L (6¢)
ne < weCun Vee Ll (6d)
Ne 2 ¢+ Cun(ue — 1) VeeL (6e)
Ne < ¢+ Cu(ue — 1) Vee L, (6f)
Qb < ¢ < Gub, (6g)

where (i, and (1, are the respective boundaries of Z. In problem (6), constraint (6b) is redundant
since ) ,c,ue = 1 implies that ), . u/( = ¢, and we have that u,{ = n,. On the other hand,
constraints (6¢)—(6f) are so-called McCormick inequalities (see McCormick (1976)) which are known
to be redundant given that ( € Z and 0 < u < 1.

We obtain the linear relaxation of the above problem by removing constraint (4d) from problem (6).
For completeness, we present this linear programming relaxation in full details below:

minimize ¢ (7a)

nB A

subject to ( + Z Wy + Z wy, + 'y

k€K k'K

+k’ze;cdklﬁk/ +1_10[£€Z£Ae,k—5k <t Vk e, (7b)
X 2= qrBr — wk Vk e K (7c)
X = =Bk — wy, Vk e K (7d)
1Tu =1 (7e)
D one=¢ (7f)
ter
Ne > ¢+ Cun(ue — 1) VeeL (72)
Ne < ¢+ Cu(ue — 1) Vee L, (7h)
Qb < ¢ < Cup (71)
w>0,w >0,x>0 (7j)
Age = uefer —ne Vee L, kek (7k)
Agy >0, VeeLkeK (1)
u>0 (7Tm)
ne > weClb Vee L (Tn)
ne < weCun Ve e L. (70)
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In what follows, it will be useful to compactly represent (7) as follows:

minimize h’z (8a)
@ {Ystecr
subject to Az + ZBﬂye <s (8b)
el
Wey, <0 Vee L, (8¢)

where (8b) summarizes constraints (7b), (7c), (7d), (7e), (7f), (7g), (7h), (7i), (7j) while (8¢) summa-
rizes constraints (7k), (71), (7m), (7n), (7o). The decision variables are given by

z=18" wlw ' ¢x1T,

Yp = [AZ Up ng]T, Vel

where € R3IKIHD o, ¢ RIFIF2 and A, € RIFI for each £ € £, A € ROKIHALFT BRI+
By € ROKIH2ALHDX(KI+2) 1y, ¢ REKIF)x(KI+2) g ¢ ROIKIF2ALIHT b e R3UKIHD - For the full

description of A, B, W, s, h, refer to Appendix B.

The idea behind column generation methods is to consider that at optimality y, # 0 only for a
small set of index ¢ € £. This is a legitimate assumption for our DRNI problem where we expect that
there should be an optimal strategy that only randomizes among a relatively small (non-exponential)
number of interdiction plans. This was observed for instance in the distributionally robust risk neutral
facility location problem studied in Delage and Saif (2018).

Given a set £ C L, by linear programming duality, we have that the solution of

minimize h'x (9a)
z{yetecc
subject to Az + Z Bey, < s (9b)
LcL
Wey, <0 Veel (9¢)
Yy, =0 VeeLl/L, (9d)

is optimal with respect to problem (8) if and only if a solution of its dual problem

.. T
maximize —1° s 10a
R EA ¥ (10a)
subject to h 4+ ATy =0 (10b)
Bl +Wloe=0 Ve L (10¢c)
>0, 00>0 Vee L, (10d)
where 9 € ROIFIF2LIHT and oy € R2FIF3 are the dual variables associated to constraints (9b) and (9c)

respectively, can be completed with some op € R2KIT3 for all £ € £ / Lina way that makes it feasible
in the dual of problem (8), i.e. problem (10) where L is replaced with L.

In particular, this can be verified after solving problem (9) for some LCL by obtaining a set
(,{G¢},cz) of optimal dual variables for constraints (9b) and (9c) and verifying if they satisfy the
following condition:

inf sup inf v’ Bey, + o Way, > 0. (11)
LeEL 5p>0 Ye

Furthermore, when condition (11) is not satisfied, a violating £ € £, which is necessarily not in ﬁ, can
be identified and added to £ in order to improve the solution obtained by problem (9).

Two important observations need to be made at this point. First, fortunately enough problem (9)
can be shown to reduce to a linear program which size is linear in |£| given that only the decision
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variables (z, {y,},cz) need to be optimized, while the only constraints indexed by some £ € L/ L are
constraint (9d) and a subset of constraint (9b) which capture constraints (7g) and (7h). The latter
two become redundant for any £ ¢ L since in those cases the constraints reduce to:

b < ¢ < Cub vee L/L.

Secondly, one can also show that condition (11) can be verified efficiently by solving a mixed-integer
linear program of reasonable size as described in the following proposition.

Proposition 3 Given some T C I, verifying condition (11) is equivalent to verifying whether the
optimal value of the following mized-integer linear program is non-negative:

«T
rrl}lenﬁuglgle . aA +p"+ 7'y (12a)
{Akvk Trtrex

subject to A > eF (A — i) — 17 Vke K (12b)
Y, <¢ kekK (12¢)

Y <X Vk e K (12d)

Y>> +€-1 Vke K (12e)

Y,>0 Vk e K (12f)

A + NTvp —d >0 Vk e (12g)

0<A <1 Vk e K (12h)

Ap>0 Vk ek (12i)

n > C (12j)

N < Cub (12k)

1"¢< B (121)

£e {01} (12m)

where A\, € RIFI, A ¢ R"qm e R, vy € RVl and ¥ € RIEXIKI yhile ", p*, ™ are the elements of
¥™ associated with (7b), (7e), (7f) respectively.

Proof. See Appendix A.3. O

For completeness, we present the pseudocode of the column generation algorithm described above
in Algorithm 2. Note that the algorithm is guaranteed to converge in a finite number of iterations
given that at each iteration, either the algorithm terminates or a new element £ € £ is added to L, yet
|£] is finite.

Algorithm 2 Column Generation Algorithm to solve problem (7)

1: procedure COLUMNGENERATION

L+ {0}

3 while £ # £ do

4 Solve problem (7) with ny = 0,up =0, Ay =0 for all £ € L/L

5: Identify a set of optimal dual variables ¢*, p*, and 7* as defined in Proposition 3.
6: Solve problem (12) to obtain optimal value v* and optimal £*
7.
8

if v* > 0 then
: return Optimal solution obtained in step 4
9: else

10: L+ Lu{er}

11: end if

12: end while

13: return Solve (7) and return optimal solution

14: end procedure
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4.2 Using coordinate descent for g,,(Z)

Given an interval Z C Z we are looking for an upper bound on g(Z) and a value of ¢ € Z such that g(Z)
matches this upper bound. In order to accomplish this task, we will first look back at the solution of
problem (7) to identify the optimal support L}, and distribution u;; of the lower bounding problem.
We then perform coordinate descent on problem (5) where L is replaced with L}, iterating between
a step where u stays fixed at the best solution found so far, initially at wj},, and a step where it is
rather ¢ that stays fixed. In both cases, the problem reduces to a linear program whose size is linear
in the size of L};. This procedure is considered to have converged when the relative improvement
on optimal value is considered small enough. For completeness, we provide the pseudocode for the
coordinate descent algorithm in Algorithm 3.

Algorithm 3 Coordinate Descent Algorithm to obtain upper bound on problem (5)

1: procedure COORDINATEDESCENT(e, L}y, uf},)
2: u* ul*b’ L+ Ei‘b
do
Solve problem (5) with constraint u = @* to get optimal value t] and optimal G (2)
Solve problem (5) with constraint ¢ = ¢} (Z) to get optimal value 3 and optimal @
while t5 < (1 — €)t}
gun(D) 1]
return g,1,(7), C;b(I)
end procedure

© PP W

5 Numerical experiments

We performed a series of numerical experiments to show the convergence and numerical efficiency of the
spatial branch and bound algorithm (in Section 5.1), and to compare the in-sample and out-of-sample
performance of optimal randomized and deterministic interdiction plan strategies in Section 5.2. All
algorithms were implemented in Matlab 2019b using the YALMIP toolbox and CPLEX 12.9.0 was
used to solve all continuous and mixed-integer linear programs. The DRNI problem instances were
generated using the network structure given in Figure 1. Within the same column, the arcs can point
upward or downward with equal probability whereas between different columns, the arcs always point
in the direction of the sink. The number of rows is denoted by m and the number of columns is
denoted by n. This class of network instances is the same as the one used in Cormican et al. (1998),
Janjarassuk and Linderoth (2008) and Atamturk et al. (2017) except that we allow any arc to be
interdicted whereas they have assumed that the arcs in the first and last column and those leaving
the source node (s) or entering the sink (t) are not interdictable and have infinite capacity. For each
DRNI problem instance, capacity vector scenarios are drawn from a factor model, ¢ := F§, with
each ¢; independently distributed according to an exponential distribution with mean p;, for some
fixed F € RIPI*2 and pu € R? that were randomly generated for the given instance.

Figure 1: Network for numerical experiments

5.1 Convergence of spatial branch and bound algorithm

In this subsection, we show that the spatial branch and bound algorithm described in Section 4
converges quickly to approximately optimal solutions. We randomly generate 10 instances of sizes
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10 x 10, 20 x 20 and 30 x 30 of the DRNI problem as described in the introduction of this section.
For each instance, we consider |K| = 20 randomly generated scenarios from the constructed factor
model. We then solve the instances for a convergence tolerance, ¢, either equal to 0.01% or 0.0001%,
terminating the algorithm if the higher precision is not achieved after 1 hour. The results of the
numerical experiments for ' =2, B =5, g = (1/20)1, ¢ = 1, a = 0.05 are given in Table 1. It can be
seen that for networks of sizes 10 x 10 and 20 x 20 , the spatial branch and bound algorithm converges
within 1 hour to an accuracy of € = 0.0001% for 9 problem instances (out of 10) whereas we found
that for networks of size 30 x 30 the algorithm did not reach this level of accuracy within 1 hr for 2
instances out of 10. On the other hand, for sizes of problem 10 x 10 and 20 x 20, all instances converged
within less than 1 hour to a precision of ¢ = 0.01%, reaching on average a gap close to 0.007% and
0.001% respectively in the case of the problematic instances. However, for one instance of problem
30 x 30, the algorithm did not converge in 1 hr even for 0.01% precision, and the gap was found to be
close to 0.25%.

Table 1: Convergence of spatial branch and bound algorithm for 10 randomly generated instances. * avg. cpu time is
reported for those instances which converged with .0001% precision in 1 hour

Problem size (m X n) avg. cpu time (min)* gap > 0.0001% after 1 hr

€ =0.0001% €=0.01% # instances optimality gap

10 x 10, |E| = 200 2.86 1.85 1 0.007%
20 x 20, |E| = 800 8.32 3.13 1 0.001%
30 x 30, |E| = 1800 7.80 6.44 2 0.14%

5.2 In-sample and out-of-sample performance of randomized and deterministic
strategies

To illustrate the benefit of randomization, we focus our attention on the network given in Figure 2
with 4 rows and 2 columns while the factor model continues to be regenerated for each instance.
We are interested in comparing the in-sample and out-of-sample performance of strategies that are
obtained using only |K| = 20 scenarios from the underlying distribution. To do so, we generated
100 set of samples for {c!,...,c?°} for each level of T' € {0, 0.1, 0.5, 1, 10, 20}. For each set of
samples, we compare the in-sample performance of both the randomized interdiction strategy 5, and
the deterministic strategy £3, that optimizes the DRNT problem constructed from this “observed”
sample set, with B =1, « = 0.05, ¢ = (1/20)1, and ¢ = 1. We then compare the performance of the
in-sample optimal strategies w5, and @;0 on the “unobserved” underlying distribution using a Monte-
Carlo simulation of 100000 scenarios. The in-sample optimal randomized strategy 5, is obtained by
using the spatial branch and bound algorithm outlined in Section 4 with € < 0.01%, while the optimal
in-sample deterministic strategy 2;0 is computed by solving the MILP given in Appendix C.

C8

Figure 2: Example network

In terms of in-sample performance, we are interested in comparing the added value of the random-
ized strategy, which can be defined as the relative gap between the worst-case CVaR obtained by the
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deterministic and randomized strategies:

max s, CV&Rqu[fE;O,k] —max .5, CVaR?~ﬁ307qu[fe7k}

VRS = x 100%.

maxgco,, CVaRas kgl fe]

where QO is centered at the empirical distribution over the sample set. Table 2 reports the number of
instances, for each level of T', for which VRS was equal to zero, between zero and 1%, and above 1%.
For the later case, the average VRS is also reported. We find that, for I" € {0, 0.1}, all 100 instances
achieved a VRS below 1%. This is reasonable given that, as I" goes to 0, the DRNT problem converges
to CVaR minimization with known distribution for which it is known that deterministic strategies
are optimal. We also observe that as distributional ambiguity is increased, the randomized strategies
perform significantly better than deterministic ones with respect to the in-sample DRNI problem
instance, reaching for I' = 20 an average VRS of 4.67%.

Table 2: In-sample value of randomized solution performances

r VRS =0 0< VRS < 1% VRS > 1%
# instances # instances # instances  avg. VRS

0 100 0 0 0
0.1 98 2 0 0
0.5 94 4 2 2.09%

1 89 5 6 3.48%
10 78 12 10 4.45%
20 78 14 8 4.67%

Table 3: Comparison of out-of-sample CVaR performance for deterministic and randomized strategy for instances where
randomized strategy improved on the in-sample performance of deterministic strategy by at least 1%

r # of instances avg. CVaR, avg. CVaRy # of instances (CVaR, — CVaR,4)/CVaRy
CVaR, < CVaRy
0.5 2 1.09 1.16 2 36%
1 6 0.84 1.07 6 19%
10 10 0.77 0.93 10 17%
20 8 0.64 0.78 8 19%

In terms of out-of-sample performance, we only consider problem instances for which the VRS
was above 1%, given that otherwise the optimal in-sample randomized and deterministic strategies
are too similar. We denote the optimal out-of-sample CVaR, corresponding to randomized strategies
and deterministic interdiction plans by CVaR, and CVaR, respectively. It can be clearly seen from
Table 3 that randomized strategies have lower average CVaR than deterministic interdiction plans. In
all the out-of-sample instances, we found that the optimal randomized strategies always have lower
CVaR than optimal deterministic interdiction plans. We argue that this evidence confirms that there
is a real observable benefit for the network interdictor for employing randomized interdiction plans in
a risk averse network interdiction game, both in a distributionally robust setting (c.f. the in-sample
performance comparison) and in a setting where the network capacity distribution information comes
from a limited number of observed realizations.

6 Conclusions

In this paper, we introduced a distributionally robust risk averse network interdiction game to model
the strategic interactions between a risk-averse interdictor and the flow player. We solved the in-
terdictor’s non-linear bi-convex DRO problem by first reformulating it as a bi-convex optimization
problem using LP duality and then devising a spatial branch and bound algorithm. After observing
that the optimal randomized strategy can be supported on a small number of interdiction plans in
DRO problems, we developed a column generation algorithm that can be used to efficiently determine
the convex relaxation of the interdictor’s problem. Our numerical experiments showed that 1) our
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proposed spatial branch and bound algorithm can efficiently solve distributionally robust interdiction
games of reasonable sizes; 2) randomization can be quite effective in reducing the risk exposure ob-
tained from the optimal deterministic interdiction strategy both when comparing in-sample worst-case
CVaR and out-of-sample CVaR performances.

Given that Stackelberg games with single leader and multiple followers have been extensively ap-
plied in the literature, it would be interesting as future work to extend our algorithm in a way that
can address Stackelberg games with a leader that is both risk and ambiguity averse while followers
implement a Nash equilibrium that accounts for their respective risk aversion.

A Proofs

A.1 Proof of Proposition 1

We substitute the expression of CVaR in (3) to obtain

f [ — 13
minimize mex in inf ¢ + Z Z aruelfer — 7. (13)

ueAL
We prove by contradiction that an optimal ¢, denoted by ¢*, lies between 0 and (. First, we assume

that ¢* = (;, < 0 is the largest optimal value for (. The maximum flow f¢ ;, for any £ and k is bounded
below by 0, hence for any q € Q the CVaR equals

L+ ﬁ zg: zk:qwe(fe,k — (L) = d- T )_CLO[ Z quzfe k-

However, we arrive at a contradiction since ( =0 is at least as good as (:

IQCL 7ZquuL}cgk qukUefgk—0+7ZZQkul flkfo]

for any a € [0,1). So, we can conclude that ¢* := 0 is also optimal.

Alternatively, we can assume that (* = (y > ( is the smallest optimal solution for ¢. In this case,
for any q € Q we have that CVaR equals:

Cu + ﬁ ;%qkue[fe,k — )t =<,

since for < for < < (u. Yet, for ¢ = (, the worst-case CVaR, given by (, is strictly less than (g
which contradicts our assumption that (g is the smallest optimal solution for (.

We now turn ourselves to establishing the reformulation presented as problem (4). Let v({, q,u) =
= > > aruelfer — ¢]T. Since v(¢, q, ) is convex in ¢ for all ¢ € Q while being linear in g for
Z K

all ¢ € [0, ], and since [0, ¢] is bounded and Q is convex, it follows from Sion’s minimax theorem (see
Sion (1958)) that (13) is equivalent to

u€AL 0<¢<( qeQ

1
+
minimize min max {4+ 1 a ; ;Qkuz[fl,k -] (14)

Since we are minimizing over u and C , we have an equivalent reformulation of (14) given by

—_— A
g e 4= DD e
0<¢<C
subject to  Ag i > uefer — weC Vee L, kek.

Employing an epigraph representation of the above objective function and introducing the decision
variable ng = ug(, we obtain problem (4).
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A.2 Proof of Proposition 2

Substituting ¢ = q + diag(q)z, we obtain that (4b) is equivalent to

1
max + — Ik + Grezi) Qe —t <0, 15
ZZZEZ(F)7Z)<€;C(Qk+§kzk):11Qk+(jk:Zk:207Vk€}CC 1-« e%; I;C(qk 1 k) e o ( )

where we will exploit a well-known equivalent representation of Z(T'):
z=06"-6"
0<é6" <1

0<d <1

Dhex Of +0p <T

Let us define v := i Zee r Ag i, so that we can rewrite the maximization problem in (15) as follows

Z() =< zeRX 38T 6~ e RIFI,

. . A — + _ — _ 1
maximize ¢+ > (vlde + a(d —0)) —t (16a)
ke
subject to 0< 6t <1 (16b)
0<d6 <1 (16¢)
> 6+, <T (16d)
kek
Do a (5 —5,) =0 (16¢)
ke
Gk + @0 — Qo) >0 Vk € K. (16f)
Since 67 = 6~ = 0 is feasible, we can use strong LP duality to obtain an equivalent problem:
minimize ¢+ Z wy, + Z w, + DIy + Z ((% + Bk)(jk) —t
ww ke keK kek
X, i, B
subject to  @uyx — Wk — X + @rfi + GuBr <0 vk e K
— @Yk — W — X — @kt — Gk <0 Vke K

w>0,w >0,y>0082>0,

where w € Rl w= e Rl v € R, i € R, and B8 € RIFl are the dual variables associated to
constraints (16b) to (16f) respectively. Substituting 3 :=~ + i + 8 and then p := —f, we obtain

minimize ¢+ > wp+ Y wp DX+ Y @bt p—t (17a)
w.w kek kek kek
X 1y B
subject to p > v — Bk Vk e K (17b)
X = QkPr — wk Vk e K (17c)
X 2 =Bk — wy, Vk e K (17d)
w>0,w” >0,y >0. (17e)

Combining the above problem with (4), we obtain

minimize t
u,t,w,w ,
7, % 68, 4,¢

subject to  (4c¢) — (4h), (17¢) — (17e)
- . 1
C+ Y ww+ Y wp+Tx+ Y qk'ﬁk'+mzﬁe,k—ﬁk <t Vkek,

k'ex e k' ex el

where we were able to replace yu with maxyex % > Do — B

1—
LcL
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A.3 Proof of Proposition 3

We start by repeating the definition of condition (11):

inf sup inf ’l/J*TBlyg + og Wey, > 0.

el oe>0 Ye

We will first argue that the order of sup,,~, and infy, can be changed without affecting the value that

is obtained. In particular,

sup inf 9" Bey, + oy Wey, = sup 0,
>0 Ye 00>0:B] ¢p* + W] op=0
while
. *T T . *T
inf sup " Bey, + o, Wey, = inf " Byy,.
Ye 04>0 Yp:Wey,<0

Since the two problems are dual of each other and inf,,.w,y,<0 ’l,b*TBgyz is feasible with y, = 0, we

can conclude by strong LP duality that the two values are the same.

We thus obtain that the left-hand side of condition (11) can be obtained by solving:

L T
minimize sup ¥*" Bey, + 0} Wey,.
LELYy 04>0

On taking the dual of the inner maximization problem, we have
minimize %" Bey
ecLy, e

subject to Wyy, <0,

which can be written more carefully as

T
. @
minimize
eeLAan 1—a

A+ p a4ty

subject to  Ag > ufy — 1

Vke K
Vke K

(18a)

(18b
(18¢c
(

(
(

(18¢
(

where A € RIFl 4 € R, 77 € R, and where ¢*, p*, and 7* are the terms of the dual vector ¢* associated

with constraints (7b), (7e), and (7f) respectively.

Next, we can observe that when @ = 0, problem (18) necessarily evaluates to zero. From this we
conclude that @ > 0 can be added to problem (18) without affecting the conclusion when used to check
condition (11). Moreover, @ can be pulled out of (18) after replacing A := (1/a)A and n := 77/a to

obtain:
*T

minimize A+p"+ 7'y

teL,An  1—a
subject to Ap > fp. — 1
A >0

7> (b

Vke K
Vke K
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7 < Cub (19e)
£e{0,1}/F (19f)
17¢ =1, (19g)

Next, in order to solve the problem (19), we need to make explicit the relation between £ and fg
for each scenario k. One way is to exploit the dual problem associated with problem (2) which is
given by

fer= min (1—£)TCkX
v,

s

subject to A+ NTv—d>0
0<AL],
where v € RIVI and A € RIPI are duals associated with the constraints (2b) and (2¢) respectively. The

dual vector A is bounded above by 1 since a unit increase in capacity of an arc can increase the flow
by at most one unit, see, (Cormican et al., 1998, Lemma 1).

We therefore have reduced the evaluation of the left-hand side of condition (11) to solving the
following non-linear mixed integer programming (NL-MIP) problem

T

minimize
LeL, A 11—«
{2k, vk ek

A+p 47ty (20a)

subject to Ay > 1TC*X, —€TCF X, — 1 Vk e K (20b)
A+ NTvp —d >0 Vk e K (20c)
0<A <1 Vk e K (20d)
Ap >0 Vk e K (20e)
7> Qb (20f)
7 < Cub (20g)
Le {0,117 (20h)
17¢ < B. (201)

The non-linearity in the above problem is due to the bilinear terms LON = cf diag(€) ;. We can
linearize them to obtain an equivalent MILP since £ is binary:

«T
T A
{Ak, v, T rex

subject to Ay > cz)\k — c{Tk —-n Vk e K
YT, <¥ kek
Y < A Vk e K
Y>> +£€-—1 Yk e K
Y. >0 Yk e K

(20c) — (20i),

where each Y € RIZl is a linearization of diag(£)\y.
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B Matrices

The coefficient matrices in (8) are given by:

0 I f, -1 (7K
o BI % g g%
- m
= 8 o We=lo g, 1) ()
1 0 —Cub 1 (70)
1" -1 117 117 1 11 -1y (7b) =TI 0 0 0
diag(q) —1I 0 0 -1 0 (7¢) 0 0 0 0
—diag(g) 0 -1 0 -1 0| (7d) 0 0 0 0
0 0 0 0 0 0 | (7e) 0 1 0 1
0 0 0 0 0 0 | (7e) 0 -1 0 -1
0 0 0 -1 0 0| (7 0 0 1 0
0 0 0 1 0 0| (70 0 0 -1 0
A= 0 0 0 1 0 0 (7g) ’ Bﬁ = 0 gubel —€g |, §= Cubl
0 0 0 -1 0 0 | (7h) 0 —(pee  ee —Cpl
0 0 0 1 0 0| (1) 0 0 0 Cub
0 0 o -1 0 0| (1) 0 0 0 —Cib
0 I 0 0 0 0| (7j) 0 0 0 0
0 0 -1 0 0 0| (7j) 0 0 0 0
0 0 0 o -1 0/ (7) 0 0 0 0

where for each £ € £, f, € RI®l is the vector of maximum flows for each scenario in |K|.

C Solving for deterministic strategy

Since ¢ is bounded above by (, we can linearize the relation 7y = ue¢ in (5) to obtain the follow-
ing MILP:

minimize t
u,t,m,w,w
X: B, A, ¢
subject to ( + Z Wy + Z wy, +I'x
k€K Kek
+k/ze;cﬁk'5k/+11aeezgﬁe,k—ﬁk§t Vk ek
X = qkBr — wy Vk e K
X = —qrBr — wy, Vk e K
w>0,w >0,x>0
Agi > uefer, — e Vee L kek
Agr >0 Vee LkeK
ne >0 Ve e L
e > ¢ — (1 —ug)C Veerl
ne < ¢ Vee Ll
ne < Cug Vee Ll
u = {0, 1}

17w =1.
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